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Security against malicious code, computer intelligence and other threats
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¢, Sobre qu é hablaremos?

¢, Por gué tantos fraudes a través de Internet?
¢, Qué es el malware?
Clasificacion
Demostracion de infeccion
Prevencion
Otros ataques

Modelos de negocio delictivo
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Malware I nt

... através de Botnets

RESTRICTED
AREA

ENTER INVITE CODE

PROPER IDENTIFICATION
REQUIRED FOR ADMITTANCE.
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Conjunto de computadoras infectadas que son controladas
por un grupo delictivo y utilizadas para realizar diferentes
actividades ilicitas
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Malware

Programa gue al ejecutarse en un sistema genera
problemas en el mismo y, en la mayoria de los casos, roba
datos sensibles de los usuarios

W’

Malwareintelligence : ! *5' ecurityintellizence MalwareDisasters



Botnhets Malw_are__ telligence’ o

<™ Trafico de correo electrénico no solicitado

- Ataques de denegacién de servicio distribuido
“#~ Ataques de phishing

<f~ Alojamiento de material pornografico y pedofilico
“? Intercambio de programas no licenciados

“™ Robo de datos confidenciales

“* Retroalimentacion de negocios “no convencionales

<%~ Propagacion de malware
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Panorama Malware




Malwarelnt -

Virus

Capacidad de infectar archivos
Capacidad de auto-replicarse

Gusanos

Capacidad de auto-propagarse
No infecta archivos
NO necesita ser ejecutado

W’

w_e_l_r:g_hjifp_lii_g_gnc_f'# -*S_;gﬂyintetiigenze MalwareDisasters



Malware

Online Friends (1) e

Applications
Friends (1)

facehook
Browse Events Export Events Help
Events Create an Event

Advertise

Friends” Events | Past Events | Birthdays |
R aibesteb el S who is searching for
you?

You have 1 upcoming events,

Track and see who has
searched For wou online.

Movie rentals
delivered for
one low monthly
flat rate.

b -

| '
Get ADOBE
E MEDIA PLAYER

You can browse for events to attend or create wour own.,

o0z 148 ed|

Facebook @ 002 English (IS} about  Adwertising  Developers  Jobs  Terms Find Friends  Privacy Account Help
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Troyanosy

Troyano

Simula ser inofensivo
Necesita ser ejecutado

Rogue

Necesita ser ejecutado
Simula ser una solucidon de seguridad
Busca que el usuario “compre la solucion”
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Malware

U A-fast Antivirus

System scan 3 4 fost Antivitus _
Critical vulnerabilities found!

Scan all hard drives on your computer,

.

Critical vulnerabilities found!

&# Firewall
1_) E-mail protection

Scan type: () Deep

0

O Normal @) Spyware threat detected o PRI

— Your systerm & vulnerable 1o Inte

Spyware may damage system files, monito

Verdor T
\:) Check for updates e s - T;I:nﬂwmﬁ intercept any dats you send over Interret.
= Mm.wmz.with Trojanprograms | 11 B strongly remnlmemled t‘hal Yo
&) Settings Mukes, Wiri16. 088 Makuate threats and do not ignore this alert ms Proactive system found several vulnerabilities on your computer
—~ Trojan-Dropper Win32. Seckin Trojan programs ame Pleass read the following instructions before you contirue,
Trojan=Ciosnicader, Win3Z. Agent...  Trojan programs s ~ —
Trojan. WinI2 Kvadrson Trofan prograns \j“‘f"-'_“ B".r_"ll"]"‘]'
Ernad-¥c I3 o s, WindZ Hals.a
E.I:” _”._.’_,,_.h,‘.hn:,_?_w_.’._b_, i Trajan, Chicker HTML, IFrame.q Your system is at risk of being damaged by existing viruses. This can lead o PC freezes,
' erratic behavior and data loss, Please run virus remaval tool 1o protect your system.
Blarne Blert javel
Trojan-Clicker, Win2, Agant, bm Low Risk
Backdoor Win32. Agent.ich Middle Risk,
System scan completed! I‘Emu Nukesr ‘Wi § 6, 0B Hagh Rish
Objects scanned: 2542 Trojan-Dropper . Wing2, Checkin iddle Risk
i ; Trojan-Downinader . Winsz. Agent . sk Lo Risk.
Threats detected: & Trojan, Win32. Kvaddson Midde Risk
Fizad: D Exne SSheS Hagh Rish
2 NetSky.q High Fisl
Remaved: O i
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Fix my computer | [ Ignore




Ransomware Malwarentelligence™={F=

Programa gue al ser ejecutado “secuestra ” el sistema
operativo o recursos del mismo y solicita una
‘recompensa "

* Bloquea el acceso al OS
» Archivos (.doc, .xls, .ppt, otros...)
e Carpetas
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Mac OS 3abs0kupoBaHa
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Malwarelntelligence

Security against malic mputer intelligen




Defensa Malware




Malware I nt

«“* Programa antivirus

“® Firewall personal

-~ Control de dispositivos extraibles
“?~ Actualizacion del sistema operativo
-~ También las aplicaciones

“* Concientizacion
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Phishing

Fraude gue busca obtener datos de
autenticacion para servicios y recursos online
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{4123 4567 890

= 10/09

(=
-
[ ]

2 CARDHOLDER

Prevencion

Verificar el protocolo seguro (HTTPS)
Verificar certificado digital
Bloquear sitios falsificados
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Archive Editar Ver Historial Marcadores Herramnientas Ayuda

@ - e 7y | || hitp://81.4.128110:8011/www.bbva.es/TLBS/tlbs/esp/segmento/ particulares/index. kit Al NE . le P
|| BBVA - Bancos, entidades financieras... | -+ -

adelante.
Particulares

B. Privada | Hegocios | Empresas

nos pides...
Aungque no seas cll'ent:\'a, tambian
podras utilizar varios servicios de

esta web. ¥, por supuesto, podras )
darte de slta como cliente.

Gestionar mi Ahorrar / Obtener
dia a dia Inwvertir

Vivir mas Ir de Compras Buscar Casa
Financiacion tranguilo

Consulta también * Jovenes * Mayores P Extranjeros

Hils doseasBusears BBVA DESDE CUALQUIER LUGAR < PROMOCIONES < BEVA <

Emplea | Seguridad | legal | Tarifas y o s | Mapa | Atencicn al cliente | Banco Bilba aya Argentaria 5.A.
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Malware

= e . Home | Login | My Account | Worldwide Sites | Contact AA | FAQ B : GO
AmericanAirlines AT ] o 0
Abdcom” o 2t
Login

R i .

eservations b Login
Travel Information » To login: Your password is case sensitive and must be 812 numbers

snd/cr letters
Net SAAver & ® Enter your Addvantage Number i
: 3 A Forgot AAdvantage Number?
Special Offers sy ® Enter your Password S laER IR
® Click Go Paz=word Forgot/Need Password?

Abdvantage® 3

@ Remember My AbAdvantage Number

Products & Gifts 3 (71 This is & public/shared computer, do not remember me.
Business Programs If you do not have an Addvantage number, click Password Help FAQS m
& Agency Reference Enroll in the AAdvantage Program.

Enroll in the AAdvantage Program - lt's Free!

About Us b

& Deal
Finder”

Get Details » »

®DealFinder” | EILES] | AA.com en Espaict
pyright | Legal | PRIMACY POLICY | Customer Senvi
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Malware

Envio masivo de correos electronicos con
publicidad que no hemos solicitado

Compose Mail EPS R

Inbox (89) Delete forever Mot spam | Mark ss read Moveto w | Lakels w More actions w Refrash 1-100 of 1125 Older: Oldest s

ME’-\J Select: All, Nore, Read, Unread, Starred, Unstarred

Chats Delete all spam messages now (messages that have been in Spam mare than 30 days will be aulomat\cally deleled)

Sent hail '] Derethea Fahlsing » Deadly flu preventing solution - Ve have -E0% onthe © 2:46 pm

Drm@l [ ollechka » 2Konbka pewwun BeiTpaxatk JleHy Ao notepu nynecalil - hitp:/ 2:38 pm
[ Beckie Lizzette AAA Top Quality, Designer ReplicaWatches, 100% exact as original. from $180, Bu 2:11 pm

s [0 Lucy Payton » Spice up your senses in bed - & Great LS, ] i o Do 141 pm

S [ Kena Califf » Re: Dr's Califf Personal discount 84% - /= ' 137 pm

Luntt 1 Madeleine L. Purcell v exclusive web offer - & Grest Canadizn Fharmacy is her I 12:42 pm

Tasks 1 WebProNews » Website Redesign with an Internet Marketing Strategy - pon 12:38 pm
[[1 ~ FLORERIA GRAND CHIC Las Mejores Flores para Ti en Grand Chic. Publicidad 11:50 am
] Dorothy Cassidy »  Satify your spouse - A Great { harmacy is here at yvou 11:34 am
[0 ttoyottapromo2d8 » CONGRATULATIONS!! [Sat, 9 May 2009 22:10:30 +0000] - T 11:19 am
O me » Dr's Reesor Personal discount 84% - advice: Fin 10:26 am
[0 me » 10:21 am
1 ~ Hyo Caroyln 10:13 am
[0 savchenkoroman » 5 Cynep knacchaa nI]pHyluKa He NponycTH - 9:44 am
[0 onlinepe » 308 knacchan konnekuua nlpesa MOMHO NONYYHTHL TYT - 9:33 am
O me » RE: Pharmacy Online Sale 89% OFF! - 9:33 am
[0 me » Control swine flu threat! - Ve got really b 7:49 am
0 me » Tamiflu on 40% prices - Discounts are ¢ noward bu 7:49 am
[ Karena Kenyetta #1_Lose Weight SuperFood Acai Berry FREE TRIAL you pay only $5.95 shlppmg' 1 6:086 am
[0 makl » 372 Cynep knaccHana nOpHyWKa He NponycTH - hittp: ey targety corm bridasdad 13424 5:47 am
[J  Michal Joanna It's now possihle to earn affordable Degrees/Bachelor/MasterMBA/Doctorate(Ph.D) 4:57 am
[  DTALLOS Dia de la Madre. Publicidad 4:49 am
[0 dancinginjapan » You asked - She wants you huge p 4:14 am
[ Alva Major + Recieve RxMed without a Doctor online! - 3:11am
[0 Edmar Barradas » Invista no future - AFREESENTAMOS 4 2:47 am
[ skyey-angel » 303 Mu0r0 geeoukn cocyT Tnbko Ty - hitp /it 1:14 am

Listor




Panorama Malware_ nt
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Modelos de negocio  Malwarelntelligence™F=

Sistemas de afiliados

Modelo de negocio delictivo que paga por
propagar y ejecutar malware

“* Pay-per-Install (PPI)
“® Pay-per-Click (PPC)

Cloud ... ¢ delictivo?
Modelo de negocio delictivo en la nube

- Crimeware-as-a-Service (CaaS)
- Malware-as-a-Service (MaaS)
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Crimeware Malware

Welcome, Somemad.

ID: 167
Referal: 20%

RICHPARTNERS

Last payment: 51
Server time: 23:26 - 20.08 2010

Currentperiod  Previo 5 ~ Mugit ~ 2010 [8 20 v August - 2000 [78] [ Get |

Date Installs. Searches Personal Referal Total
o 3 $0.66 S0 $0.66
o $13 S0 $1.3
o $1.86 20 $1.86
a 50.76 50 50.76
o 51.74 S0 $1.74
o $1.61 S0 $1.61
o 50.43 20 50.48
o $0.29 S0 $0.29
o 51.41 S0 $1.41
o £0.42 S0 £0.42
o $1.28 20 $1.28
o $2.18 S0 $2.18
o $1.93 S0 $1.93
o $1.98 S0 $1.98
o $3.35 20 $3.85
o $2.05 S0 $2.05
0 $23.79 S0 $23.79

Login CTR Avg. bid Referal profit

Total 0 0 0 0.00 0.000 20







Q&A

iMuchas Gracias |



